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Abstract: Advanced Persistent Threats (APTs) are characterized by their prolonged duration and highly stealthy nature, therefore, it is par-
ticularly challenging to detect them with conventional methods. Recent research has shown growing interest in detection approaches based on
provenance graphs, which can effectively model attack behavior characteristics with nodes and edges. Existing methods utilizing provenance
graphs still face challenges in capturing long—term casual dependencies and fully leveraging semantic information. This paper introduces STA-
Net, an APT detection method that integrates temporal convolutional networks with attention mechanisms. STANet employs a Word2Vec—based
encoder to extract critical semantic attributes and temporal ordering of events within the provenance graph, thereby constructing semantically
enhanced vector representations. The method further employs causal dilated convolutions within TCNs to effectively extract casual relationships
features of persistent attack campaigns, while the attention modules dynamically prioritize mission—critical features across different time steps.
This dual mechanism enables precise identification of malicious nodes within provenance graphs. Experimental evaluations on ten public datas-
ets demonstrate that STANet achieves an average precision of 95.39% and recall of 98.69%, significantly outperform existing baseline methods.
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Fig.1 An example of provenance graph
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Table 5 Comparison results between STANet and baseline methods
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Fig.3 Detection effect under different hyperparameters
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